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Toppan has reinforced safeguards to prevent leaks and outflows 
of personal information in the diverse processes in which it is 
handled within the Group by restricting the handling of personal 
information to tightly secured areas that satisfy rigorous criteria 
for qualification audits. The Group has also worked for thorough 
security control in operation design and quality assurance with 
safe, secure systems and processes designed to manage personal 
information.
    Toppan has also declared that “each of us at the Toppan Group 
carries out Group-wide information security management” in its 
basic policy on information security. Under the basic policy, Toppan 
has continuously upgraded the Group’s systemized rules formulated 
based on ISO/IEC 27001 (a stringent, globally recognized standard 
on information security management) in compliance with Japanese 
Industrial Standards (JIS) Q 15001 (standard for accrediting 
PrivacyMark Systems for personal information protection 
management).

Consumer Protection
Basic Approach

Promotion Framework

■ Organizational Structure for Information Security Management

Toppan Group Basic Policy on Information Security
https://www.toppan.com/en/about-us/our-corporate-approach/
security-information.html

Personal Information Protection Policy
https://www.toppan.com/en/privacy.html

Business divisions

Information security managers

Support members

Group and related
 companies

President & Representative Director

Internal advisory body

Information Security 
Council

Information Security Division

Chief information security manager

TOPPAN-CERT
Toppan Computer 

Emergency Response Team

SOC
Security Operation 

Center

External organizations

Nippon CSIRT Association (NCA)
National center of Incident readiness and 
Strategy for Cybersecurity (NISC) of Japan
Japan Computer Emergency Response
Team Coordination Center (JPCERT/CC)
Tokyo Metropolitan Police Department 
Cyber-attack Control Center
Japan Cybercrime Control Center (JC3)
Japan Network Security Association (JNSA)
Information-technology Promotion 
Agency (IPA) of Japan

As a group of companies operating in the information communication 
industry, each of us at the Toppan Group carries out Group-
wide information security management in the recognition that the 
management of information necessary for business is a significant 
managerial challenge for us as a means to reciprocate our customers’ 
trust and promote the ongoing growth of the Toppan Group.

1. We manage information necessary for our business appropriately in 
observance of our in-house rules, the law, and the principles of social 
order.

2. We collect information for appropriate purposes using appropriate 
methods.

3. We safely manage the information entrusted to us by customers in 
order to reciprocate our customers’ trust.

4. We are deeply aware of the risks to the information assets we handle, 
such as illegal access, loss, damage, falsification/manipulation, and 
leakage of information, and take necessary and reasonable safety 
measures against these risks. We deal with and rectify any problems 
that occur promptly and in an appropriate manner.

5. We establish, operate, maintain, and continuously improve 
information security management systems.

Established on April 1, 2001 
Revised on June 27, 2019

Hideharu Maro 
President & Representative Director 

Toppan Printing Co., Ltd.

Toppan Group Basic Policy on Information 
Security

Consumer Protection

Consumer Issues

Companies today face wide-ranging types of information security 
risk, from careless mistakes and fraudulent acts committed in-
house to cyber attacks and hidden threats in new business fields.
    The head office and every business division at Toppan work to 

strengthen cooperation with relevant departments throughout the 
Group. Toppan seeks to maintain the Group’s governance structure 
through cooperation that goes beyond existing organizational 
boundaries.

https://www.toppan.com/en/about-us/our-corporate-approach/security-information.html
https://www.toppan.com/en/privacy.html
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■ Complying with Laws, Regulations, and  
　  Standards on Personal Information Protection

■ Number of Domestic Sites with Tightly Secured 　 
　 Areas designated for the handling of personal  
　 information (as of March 31, 2019)Number of Domestic Sites with Tightly Secured Areas designated for the 
handling of personal  information (as of March 31, 2019)

Chubu 
(4 areas)

Higashinihon 
(1 area)

Hokkaido 
(2 areas)

Chugoku & Shikoku 
(4 areas)

Kyushu 
(2 areas)

Kansai 
(13 areas)

Kanto 
(66 areas)

Consumer Protection

Consumer Issues

■ Training in Information Security Management

■ Tightly Secured Areas Designated for the 
     Handling of Personal Information

Toppan works to ensure awareness of the importance of 
information security management through face-to-face group 
training for employees.
　In the course of fiscal 2018, Toppan held five training sessions 
for managers and persons in charge of PC and server operations to 
reaffirm their roles and baseline knowledge on cyber security and 
thereby secure their readiness against cyber incidents.

To comply with the General Data Protection Regulation (GDPR), 
a piece of EU legislation enforced on May 25, 2018, the Toppan 
Group has formulated a data protection structure with necessary 
measures specific to its EU affiliates and has concluded standard 
contractual clauses (SCC) for the transfer of personal data from the 
European Economic Area (EEA). Toppan is also concluding SCCs 
with its overseas Group affiliates.
    The European Commission formally adopted an adequacy 
decision on Japan in January 2019. Under the reciprocal adequacy 
decisions, Toppan has clarified safety considerations in the 
course of Group business operations and posted Q&As with safety 
consideration reminders on its internal portal site to reinforce the 
understanding of relevant personnel across the Group.

Operations entailing the use of confidential materials at the 
Toppan Group are conducted exclusively in physically isolated, 
tightly secured workplaces to minimize the risk of potential acts of 
fraud inside or outside the Group. Operations under strict control 
include the handling of personal information, such as individual 
identification numbers under Japan’s Social Security and Tax 
Number System, as well as the production and handling of security 
printing products with monetary value.
    In response to customer requests, the Group has been increasing 
the number of tightly secured areas and strengthening the 
procedures to monitor and audit these operations. Toppan intends 
to strengthen control over personal information through fiscal 
2025 with the aim of eliminating all instances of unauthorized 
information removal.

■ Measures against Cyber Attacks
The Toppan Group has set up a specialized team called TOPPAN-
CERT to address cyber attacks. TOPPAN-CERT collects internal 
and external information and monitors technological trends in 
computer security in order to provide necessary information on a 
continuous basis and technical support for solutions when a cyber 
incident occurs.
　Toppan has established an emergency report form, a hotline for 
informing TOPPAN-CERT, on the Group internal portal site. CERT 
will take immediate action whenever the hotline receives a report 
of a targeted email attack, virus infection, or any other type of cyber 
attack.
　The Company has also engaged every Toppan officer and 
employee in regular drills to rehearse countermeasures against 
targeted email attacks. Toppan will continue to strengthen 
protections and training through fiscal 2025 with the goal of 
completely eliminating information leakage due to cyber attacks.

■ Preparing for the Tokyo 2020 Games
The Olympic and Paralympic Games, large-scale sporting festivals, 
are easy targets for organized criminals.
    While collecting information, as a Tokyo 2020 Official Partner 
Toppan Printing is taking part in anti-cyber-attack joint simulation 
drills organized by the Tokyo Metropolitan Police Department.
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■ Group-wide and Divisional Training

Workplace precautions presented in a regular training course (in Japanese) Tips for keeping the workplace organized (in Japanese)

Main Activities and Relevant Information

In fiscal 2018 the Toppan Group held about 400 regular face-to-
face group-training sessions on information security management 
across Japan. By streamlining the process of collating data on 
all Group employees and those who have taken courses, Toppan 
promptly identified employees who had not received training and 

provided them with catch-up classes via the e-learning system.
　For manufacturing departments, the Group has reviewed its 
training approaches, reexamined the methods used to collect 
training data, and arranged division-specific training.

Consumer Protection

Consumer Issues

Information Security Training

Toppan invited guest lecturers to a cyber security seminar and 
panel discussion at Koishikawa Terrace in the Toppan Koishikawa 
Building in Tokyo in March 2019. One lecture was presented by 
Mr. Ikuo Misumi, the Cabinet Secretariat of the National center of 
Incident readiness and Strategy for Cybersecurity (NISC) of Japan.
    In addition to Toppan personnel, visitors from 30 customer 
companies closely involved in cyber security issues attended 
the seminar. The participants were also given an overview of the 
Toppan Group’s cyber security measures.

Re-assessing cyber security: What is required of 
businesses in the digital era?
・ Cyber security as a business challenge and initiatives by  
   the Japanese government

・ Cyber security in business operations

・ Cyber security during the digital transformation (DX)

Poster for seminar held in Japan

Toppan Cyber Security Seminar 2019
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Consumer Protection

Consumer Issues

The Toppan Group imposes an advanced security management 
regime on the handling of personal information, including day-to-
day operational checks and management assessments via internal 
audits. Detection of abnormal behavior and audit inspections of 
operational management take high priority among the information 
security measures enforced.

The Group disables access to external devices and prevents other 
behavior that can lead to information leakage. By analyzing alerts 
on a daily basis, the head office is always ready to check and verify 
any abnormal behavior on the same day it is discovered.

In internal audits conducted in fiscal 2018, in-house auditors sought 
to preempt accidents that can result from the mistaken handling 
of personal information by assessing improvements achieved in 
the editing of data; the sending of emails; the printing, insertion, 
and sealing of documents; and other operational procedures for 
which instructions have been provided. Their assessment report 
confirmed that compliance was ensured throughout the relevant 
processes.

■ Safety management measures for tightly  
    secured areas

Surveillance camera

Access control

Advanced Security Management

Audit inspections of operational management

Detection of abnormal behavior
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■ PrivacyMark Accreditations
    (JIS Q 15001:2006)

■ ISMS Certification (ISO/IEC 27001) for  
    Information Security Management Systems

Toppan Printing Co., Ltd. 10190891
Toppan Communication Products Co., Ltd. 24000216

Toppan Graphic Communications Co., Ltd. 10190298

Toppan Editorial Communications Co., Ltd. 24000308
Toppan Logistics Co., Ltd. 10450006
Toppan Travel Service Corp. 10450093
Toppan Forms Co., Ltd. 10190934
Toppan Forms Central Products Co., Ltd. 24000366
Toppan Forms Tokai Co., Ltd. 24000204
Toppan Forms Kansai Co., Ltd. 24000101
Toppan Forms Nishinihon Co., Ltd. 18860028
Toppan Forms Operation Co., Ltd. 10820089
Toppan Forms Logistics and Services Co., Ltd. 10450002
Toppan Forms (Hokkaido) Co., Ltd. 10190307
TOSCO Corp. 11820447
J-SCube Inc. 10860018
Tosho Printing Co., Ltd. 24000032
Tokyo Shoseki Co., Ltd. 10190966
Livretech Co., Ltd. 10190035
Tokyo Logistics Co., Ltd. 10860071
EduFront Learning Research Co., Ltd. 10861827
Froebel-Kan Co., Ltd. 24000369
BookLive Co., Ltd. 28000007
Tokyo Metropolitan Government (T.M.G.) 
Prepress Toppan Co., Ltd. 24000419

Information & Communication Division, Toppan 
Printing Co., Ltd.; Data Direction Center, Digital 
Innovation Division, Toppan Printing Co., Ltd.; 
Toppan Communication Products Co., Ltd.; 
Toppan Graphic Communications Co., Ltd.

IC06J0151

Toppan Group Kansai Business Center, Toppan 
Forms Co., Ltd. JQA-IM0137

Toppan INFOMEDIA Co., Ltd. RB-IS14004

Asaka Plant and Shiga Plant, Toppan Printing 
Co., Ltd.; Semiconductor photomask operations, 
Asaka Plant and Shiga Plant, Toppan Electronics 
Products Co., Ltd.; Toppan Technical Design 
Center Co., Ltd.

IS 530416

ONE COMPATH Co., Ltd. IS 533218
Kyushu, Chugoku & Shikoku Team and ISMS 
Promotion Committee, Information Security 
Management, Nishinihon Division, Toppan 
Printing Co., Ltd.

I308

Kansai Production Department, Toppan Graphic 
Communications Co., Ltd. IC13J0361

Higashinihon Division, Toppan Printing Co., Ltd. IS 606897
Takino Manufacturing Department, Takino Plant, 
Toppan Communication Products Co., Ltd.; 
Technology, Kansai Information & 
Communication Subdivision, Toppan Printing 
Co., Ltd.

IC14J0376

Secure BPO Team, Chubu Division, Toppan 
Printing Co., Ltd.; Chubu Production 
Department, Toppan Graphic Communications 
Co., Ltd.; Nagoya Plant, Toppan Communication 
Products Co., Ltd.

IC17J0444

One undisclosed entity

Toppan Printing Co., Ltd. and its Group companies have acquired 
ISO/IEC 27001 certification for information security management 
systems (ISMS), PrivacyMark accreditations under Japanese 
Industrial Standards (JIS) Q 15001:2006 for their personal 
information protection management systems (PMS), and other 
third-party certifications.

Consumer Protection

Consumer Issues

Third-party Certification
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Though originally intended for Toppan officers and Company 
employees, Toppan’s drills to rehearse countermeasures against 
serial targeted email attacks have steadily been extended to cover 
affiliated and related companies within the Group.
     This drill has been redesigned to accomplish more than just 
raised awareness. In fiscal 2018 Toppan organized training to 
simulate conditions encountered during an actual attack. The drill 
held in June and December focused on the details of seemingly 
innocuous messages and the reinforcement of the initial responses 
to take after a malicious link is clicked. For enhanced initial 
responses, an emergency report form has been made available 
on the Group portal site to ensure that employees can report an 
infection as soon as one occurs. Toppan has been using this form 
during drills to inform Group employees of the required procedure 
for reporting an incident.

    About 28,200 employees from Toppan and 40 Group companies 
participated in the drill in June of 2018. Some 28,700 employees 
from Toppan and 39 Group companies did the same in December.

■ Complying with the Amended Japanese  
　 Act on the Protection of Personal  
　 Information

The Toppan Group complies with the amended Act on the 
Protection of Personal Information enforced in May 2018 in Japan, 
in line with a set of guidelines issued by the Personal Information 
Protection Commission of Japan. Toppan has revised the Group’s 
personal information protection bylaws based on the amended 
act and strived to prescribe the revised bylaws throughout the 
Group. The key revisions to the bylaws are additional rules on 
the verification of appropriateness when obtaining personal 
information, procedures for providing information to third parties, 
and the handling of “anonymously processed information*.” 
Agreements on outsourcing operations have also been reviewed.

■ Complying with the Revised JIS Q  
　 15001:2017

In 2017 the Japanese Standards Association (JSA) revised JIS Q 
15001:2017, a standard for accrediting a business operator or other 
entity with an appropriate system for the protection of personal 
information. The Toppan Group has joined an inter-business 
project to compile a handbook on the revised standard in order to 
spread the relevant information throughout the printing industry in 
Japan. Toppan has also directed Group companies to formulate a 
personal information protection system to meet the requirements 
for PrivacyMark accreditation under the revised standard.

■ Complying with PCI DSS for Credit  
    Card Information Management

The Toppan Group follows the principle of “not storing cardholder 
data” for credit card issuance operations. The Group works to 
comply with the Payment Card Industry Card Production (PCI 
CP) and the Payment Card Industry Data Security Standard (PCI 
DSS), a standard applied to the production of credit cards and a 
standard applied to the datacenters that store and manage card 
data, respectively.

■ Complying with the EU’s GDPR

The Toppan Group complies with the newly enforced General 
Data Protection Regulation (GDPR), a piece of EU legislation that 
imposes strict punitive actions, in line with the policies prescribed 
by the Personal Information Protection Commission of Japan. 
Based on the GDPR, Toppan has revised its bylaws, improved its 
existing data protection structure, and provided training to Group 
employees. Toppan is also concluding standard contractual clauses 
(SCC) with its overseas Group affiliates for the transfer of personal 
data outside of the European Economic Area (EEA).

The Toppan Group complies with the amended Act on the 
Protection of Personal Information of Japan, the revised Japanese 
Industrial Standards (JIS) standard for accrediting PrivacyMark 

systems, the newly enforced EU General Data Protection 
Regulation, and other information-protection legislation around the 
world.

*Personal information that has been processed to ensure that 
it cannot be used to identify a specific individual or otherwise 
restored to its original form, as defined by the Act on the 
Protection of Personal Information of Japan.

Screenshot of the emergency 
report form on the Toppan 

portal site (in Japanese)

Consumer Protection

Consumer Issues

Complying with Laws, Regulations, Standards, and their Amendments

Organizing Drills against Targeted Email Attacks


